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Abstract: 

Bluetooth is a low cost low energy device designed to use in small range connectivity. Bluetooth Network is limited to one to one 

device. This shortcoming of Bluetooth can be overcome by introducing intermediate devices. Bluetooth is an ad hoc network. As a 

solution of Bluetooth network expansion, MANET is introduced. A mobile ad hoc network (MANET) is a self-configured and 

flexible network of mobile devices connected by wireless links as temporary infrastructure. In network, each node is effectively acted 

as a router and maintains routing table. This paper gives the comparison of reactive routing protocols and enhancement of AODV 

routing protocol. Enhancement is taken under the area of various attacks on AODV and prevention techniques of Black hole attack in 

AODV.  
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I. INTRODUCTION 

 

Bluetooth technology developed by Bluetooth Special Interest 

Group and the main purpose of this technology is to replace the 

connection cables used to connect devices, with one universal 

short-range radio link. The basic unit of Bluetooth is piconet. 

Bluetooth architecture consists of one master device and one or 

more slave devices [1] [4]. Bluetooth network is restricted to one 

to one device. The effective range of Bluetooth is 10 meters. 

This can be overcome by extending the Bluetooth network via 

placing intermediate devices. Bluetooth network is an ad hoc 

network [7]. To form the Bluetooth ad hoc network, rather than 

one-hop network, the need arises for devices to be responsible 

for routing decisions [10]. These works consider MANET 

routing techniques. The vision of mobile Ad-hoc networking is 

to support robust and efficient operation in mobile wireless 

networks by incorporating routing functionality into mobile 

nodes [6]. The nodes in MANET themselves are responsible for 

dynamically discovering other nodes to communicate. The 

Wireless networks are relatively easy to install, on the other hand 

wired network are not [8]. MANETs routing protocols for ad hoc 

networks are broadly classified into three different categories 

according to their functionality [8]. 

 
Figure.1. classification of MANET routing protocol 

Reactive routing protocols are best suited for MANET networks 

in our case. The reactive routing is simply started when nodes 

desire to transmit data packets [9].AODV and DSR are reactive 

routing protocols that are widely used. Literature review shows 

that AODV outperforms to DSR [9]. This paper talks about 

further enhancement of AODV in the area of various attacks on 

AODV. Comparative analysis of various attacks on AODV is 

given and I found that Black hole attack is severe attack on 

AODV. Different prevention techniques are described in this 

paper. NS-2 simulator is used for evaluating the network 

performance.  

 

II. LITERATURE REVIEW 

 

The working of Bluetooth network depends on Bluetooth 

protocol stack. Bluetooth network is divided into different layers. 

Each layer has its own protocol. This reference model was 

defined by SIG. LMP, L2CAP, RFCOMM, SDP are the 

Bluetooth core protocols. TDMA is used as the access method in 

Bluetooth transmissions [3]. 

 

 
Figure.2. Bluetooth protocol stack [3] 
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Existing Solutions to Bluetooth Network Expansion: 

Piconet: A Piconet is a network of devices connected in an ad-

hoc fashion using Bluetooth technology. A Piconet has a range 

of about 10m and a transfer rate between about 400 and 

700kbit/s, depending on the synchronous or asynchronous 

connection used [5]. 

 

Scatternet: A Scatternet is several interconnected Piconets that 

support communication between more than 8 devices. Scatternets 

can be formed when a member of one Piconet (either the master 

or one of the slaves) elects to participate as a slave in a second, 

separate Piconet. The device participating in both Piconets can 

relay data between members of both ad-hoc networks. Using this 

approach, it is possible to join numerous Piconets into a large 

Scatternet, and to expand the physical size of the network 

beyond Bluetooth's limited range. Some of the main 

disadvantages of Scatternet are the Master-Slave restrictions [5]. 

 

Solution to the Bluetooth Network expansion: 

 
Figure.3. Device A and B can communicate using 

intermediate device [1] 

The source sends message to one or more intermediate device 

finally ends up at destination. Several paths from the source to 

destination is obtained. The routing table maintains the number 

of nodes in each path and the path with lesser number of nodes is 

selected [1]. 

 

Mobile Ad Hoc Network (MANET): 

MANET is a group of communication devices or nodes that wish 

to communicate without any permanent infrastructure and fixed 

Organization of available links. A mobile ad hoc network 

(MANET) consists of wireless mobile nodes dynamically 

forming a network topology without using any central 

administration for communication [8]. 

 

III. ROUTING PROTOCOLS 

 

1. AODV (Ad Hoc On Demand) Routing Protocol: 

 

AODV is reactive hop-by-hop routing protocol. It is based on 

Bellman-Ford distance algorithm. AODV finds the route from 

source to destination only on demand. AODV protocol follows 

different processes like path discovery, route table management, 

path maintenance and local connectivity management [9].  

 

 Route discovery: 

The source node broadcasts Route Request (RREQ) message to 

all its neighbor nodes to find the route to destination. Whenever 

an intermediate node receives the RREQ message, it built a 

reverse route towards the upstream node which sends the RREQ 

message to that node. It checks route entry table to search route 

to the destination. If entry is found, it will send Route Reply 

(RREP) message to the source node using reverse route, 

otherwise it forwards RREQ message to the next neighboring 

nodes one by one. If the intermediate node is the destination 

node itself, then it sends route reply (RREP) message to the 

source node along reverse route [13][23].  

 

 Route table management: 

After receiving of RREP message, all nodes update the route 

entry towards destination in their routing tables, and formed a 

route to the destination. When RREP message reaches to the 

source node, it identifies the RREP and checks which contains 

the lowest hop count that route is selected as a primary route 

[13][23].  

 

 path maintenance: 

If a node detects link break of an active route to the destination, 

it drops all the packets and deletes all the entries regarding route 

along with this broken link from the routing table and, broadcast 

RERR (Route Error) message to notify upstream nodes to delete 

the corresponding entries from their routing table. When source 

node receives RERR message, it deletes the route and further 

discover the new path by flooding RREQ message. It may be 

costly to drop data packets at intermediate nodes. And frequent 

route discovery may increase the contention and overheads [13] 

[23]. 

 

 
Figure.4.  Route request broadcasting in AODV protocol [8] 

 

 
Figure.5.  Route reply in AODV protocol [8] 

The routing table has the following fields: [25]  

1. Destination IP Address 

2. Destination Sequence Number 
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3. Valid Destination Sequence Number flag   

4. Other state and routing flags   

5. Network Interface  

6. Hop Count and Next Hop  

7. List of Precursors    

8. Lifetime. 

 

2. DSR (Dynamic Source Routing) Protocol: 

In DSR protocol the agent checks every data packet for source-

destination route information. The packets are then forwarded as 

per the routing information. In case of not finding any routing 

information in the packet, it provides the source route if route is 

known and when the destination is not known it caches the 

packet and sends out route queries. The route query is initially 

sent to all nearby nodes and is always triggered by a data packet 

which has no route information. if it can find routing information 

to the destination in the route query then Route-replies are send 

back either through the destination node or by intermediate 

nodes, to the source [7]. 

 

3. Comparison between DSR and AODV: 

AODV uses reactive On-demand and sequence number. DSR 

uses source routing. Source knows the hop by hop route to the 

destination. DSR uses route caching to reach the destination. In 

AODV, destination replies only once to request arrive. In DSR, 

routes are stored in a node’s cache. AODV chooses fresh route 

and allows using the path discovered. DSR caches paths from 

source to destination [9]. 

 

 
Figure.6. Throughput vs speed for 20 nodes [9] 

 

 
Figure.7. Throughput vs speed for 80 nodes [9] 

From the results, AODV outperforms to DSR. This paper takes 

AODV as base routing protocol and focuses on the enhancement 

of AODV protocol. 

 

4. VARIOUS POSSIBLE ATTACKS IN AODV 

ROUTING PROTOCOL: 

Mobile ad hoc network has the typical features like unreliable 

links, frequent changes in topology and lack of incorporation of 

security features in statically configured wireless routing 

protocols [17]. This kind of features make mobile ad-hoc 

networks more to suffer from the malicious behaviors. Hence, 

this paper focuses on specifically towards attacks on the AODV 

protocol. Various possible attacks on AODV are listed below 

[23][24][25]. 

 

 Passive attacks  

 Active attacks  

 External Attack  

 Internal Attack   

 Black hole attack  

 Flooding RREQ attack  

 Rushing attack  

 Wormhole Attack  

 Man in the Middle Attack   

 Gray Hole Attack   

 Byzantine  

 Jamming Attack  

 

Performance analysis under different attacks [25]: 

Throughput: 

Throughput is the average rate of successful packet delivery over 

a communication channel. Below is a scenario representing 

throughput analysis in various attacks.  

 

Table.1. Throughput analysis under various attacks [25] 

 

Cases Throughput 

Case-1 Network without any 

Attack 

Avg: 12,125 bits/sec 

Network under 

Warm hole attack 

 

Avg: 10,939 bits/sec 

Case-2 Network without any 

Attack 

Avg: 27,000 bits/sec 

Network under 

Jamming Attack 

 

Avg: 16,062.5 

bits/sec 

Case-3 Network without any 

Attack 

Avg: 17,123 bits/sec 

Network under 

Byzantine Attack 

 

Avg: 10,920 bits/sec 

Case-4 Network without any 

Attack 

Avg: 21,000 bits/sec 

 Network under 

Black hole Attack 

Avg: 13,500 bits/sec 
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Delay: 

Delay is the time that a packet takes to go across the network. 

Below is a scenario representing Delay analysis in various 

attacks. 

 

Table.2.  Delay analysis under various attacks [25] 

Cases Delay 

Case-1 Network without 

any Attack 

Avg: 0.00072 sec 

Network under 

Warm hole attack 

Avg: 0.00065 sec 

Case-2 Network without 

any Attack 

Avg: 0.00039 sec 

Network under 

Jamming Attack 

Avg: 0.00048 sec 

Case-3 Network without 

any Attack 

Avg: 0.007 sec 

Network under 

Byzantine Attack 

Avg: 0.016 sec 

Case-4 Network without 

any Attack 

Avg: 0.017 sec 

 Network under 

Black hole Attack 

Avg: 0.082 sec 

 

Packet Drops: 

Number of packets that are not delivered to the destination 

during transmission. Below is a scenario representing packet 

drops analysis in various attacks. 

 

Table.3.  packet drop analysis under various attacks [25] 

Cases Total Number of 

packet drops 

Case-1 Network without 

any Attack 

Avg: 106 packets 

Network under 

Warm hole attack 

Avg: 125 packets 

Case-2 Network without 

any Attack 

Avg: 103 packets 

Network under 

Jamming Attack 

Avg: 105.50 

packets 

Case-3 Network without 

any Attack 

Avg: 120.50 

packets 

Network under 

Byzantine Attack 

Avg: 213.50 

packets 

Case-4 Network without 

any Attack 

Avg: 33.5 packets 

 Network under 

Black hole Attack 

Avg: 275 packets 

 

From results, it can be concluded that Black hole attack affects 

the most in network. Various prevention techniques to Black 

hole attack in AODV protocol are proposed.  

 

5. BLACK HOLE ATTACK 

In this attack, a malicious node absorbs and then drops all the 

packets going through it. In case of AODV routing protocol, 

source node initiates the path discovery process by broadcasting 

a route request packet (RREQ). This RREQ further broadcasts by 

intermediate nodes. A black hole (malicious) node does not 

follow this process and sends back a fake route reply (RREP) 

packet to the source node pretending that it has an optimal path 

to the destination. Therefore, the source node starts to send its 

data packets via this malicious node which then drops all the data 

packets [17]. 

 
RREQ 

RREP 

Data 

Figure.8. Black hole attack in AODV 

 

6. VARIOUS PREVENTION TECHNIQUES FOR 

BLACK HOLE ATTACK: 

S. Dokurer proposed idsAODV, modified AODV that is 

designed to reduce the effect of black hole attack. This method is 

implemented by modifying the routing update mechanism in 

AODV protocol. This follows the process of ignoring the first 

establishment route is added to the routing update process. The 

mechanism behind this technique is that initially the data is 

transmitted through first established route but if the second reply 

message (RREP) arrives then the data transfer is switched to the 

second route. This protocol assumes that the first RREP message 

that arrives at a source node is coming from a malicious node, 

and hence ignores this RREP. This method improves the packet 

delivery but there is a drawback in case where second RREP 

message received at a source node comes from a malicious node, 

then it is not able to avoid it [17]. To overcome this problem, 

enhanced IDS-AODV is proposed. Ankita Chaturvedi et.al. [17] 

proposed IIDS-AODV algorithm which uses the sequence 

number mechanism of AODV protocol. In contrast of IDS-

AODV, when the source gets a second RREP, it performs a 

check using the broadcasted and received destination sequence 

numbers. In the check of second RREP, the difference between 

the broadcasted and received destination sequence numbers is 

calculated and compared to the half of the highest possible 

sequence number (HSN). For passing this check, the difference 

should be less than or equal to (HSN/2). If the second RREP 

passes this check, then only the source node will switch to this 

path. If this check fails, the source node will continue to send its 

data through the path that is established by first RREP. Results 

are taken by simulation and IIDS-AODV has the highest packet 

delivery ratio, throughput and end to end delay. Ahmed Ibrahim 

et. al. [19] proposed a method of encryption decryption at source 

and destination node to reduce the effects of black hole attack. In 

this method CESAR cipher with pre-shared key of 3 is 

implemented. The RREQ message at the source node is 

encrypted before forwarding to the neighbors, Nodes which 

know the pre-shared key can decrypt the RREQ correctly and 
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generate the RREP message and send it to the source node. For 

evaluation of network performance, proposed AODV Encryption 

Decryption method and IDS-AODV is compared. Results show 

that Throughput and Packet Delivery ratio is better than 

IDSAODV. 

 

7. CONCLUSION& FUTURE WORK 

This paper presents the solution to the Bluetooth Network 

expansion by implementing MANET routing protocol which is 

AODV. For further enhancement to AODV, this paper focuses 

on the area of attacks on AODV. Results shows that Black hole 

attack is severe attack and lot of prevention techniques are 

proposed for Black hole attack. Implementing prevention 

technique gives higher security and less packet drops and 

throughput. Future work includes the implementation of AODV 

protocol showing measurement of various network parameters 

and encryption decryption mechanism for preventing Black hole 

attack in AODV. For encryption, SHA-1, MD5, AES, DES, EAS 

can be used. 
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